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Cyber Resilience Act (CRA) 

The European Parliament has passed the Cyber Resilience Act

When non-compliance is found

1. Require manufacturers to bring non-compliance 
to an end and eliminate risk

2. To prohibit/restrict the making available of a 
product or to order that the product is 
withdrawn/recalled

3. Impose penalties (fines up to 15,000,000 EUR or 
up to 2.5 % of worldwide turnover



How close between CRA & IEC 62443

The CRA also closely 
resembles existing 
cybersecurity standards as 
the IEC 62443

Cyber Resilience Act Requirements Standards Mapping

Security requirements relating to the properties of products with digital elements Vulnerability handling requirements

1 2 3a 3b 3c 3d 3e 3f 3g 3h 3i 3j 3k 1 2 3 4 5 6 7 8

EN IEC 62443-3-2 X X

EN IEC 62443-4-1 X X X X X X

EN IEC 62443-4-2 X X X X X X X

During this period, Go with Advantech Certification Service
Self-Preparation for CRA  



IEC 62443 is

• General-purpose standard developed 
• For industrial automation and control systems

• Has been widely accepted by different 
segments.



Why Need Advantech

Regulation Mandatory
• Many industrial regulations are 

referred to IEC 62443 

• Coming CRA regulation is based on 
IEC 62443 

Well-Prepared
• By early preparation of golden image, 

speed up the certified time

• Reduce the certified cost

It’s not Working Solo
• Entire process of certification is 

complicated, need partner to do so.

• Working with powerful vendor BV, 
reduce the unnecessary effort



Certification Service



IEC 62443 Certification Service

Benefits: New Market Entry, Compliance, Security Protection

Semiconductor
SEMI E187

Smart Manufacturing
IEC 62383-3, TC65

Medical
IEC 80001, IEC 62304, SC62A

Energy
IEC 62351, TC57

✓ One stop shop from product design to certification

✓ Up to 50% cost reduced by Advantech solutions

✓ 6+ months faster based on proven methodology 

Functional 
Security

Verification of 
Conformity

Formal 
Certificate 
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Levels and Prices of IEC 62443-4-2 Certification 

A B C D E

Certification Advantech VOC BV entry VOC BV extended VOC BV enhanced VOC BV CB 

Security Level

Scope Product/Computing Device 

- Security Functional Test 
(FR1-FR7)

v v v v v

- Customer Application v v v

- Other components v v

- Vulnerability Testing 
(SVV3)

v v

- Penetration Testing 
(SVV4)

v v

- SVV1/2 Testing v

Target Users
Brand Owner Brand Owner

Brand Owner
System Integrator

System Integrator System Integrator
Bidder



IEC 62443-4-2 Certification: Security Level 2

AFE-E350

ARK-3534

• Support Intel® Core 12th & 13th Gen. 
i3/i5/i7/i9 processor

• DDR5 SO-DIMM memory support up to 64 
GB

• Support up to 4GbE, 8USB, 8COM, 16bit 
DIO, 2CANBus, TPM2.0

• Atom® x6000E series and Intel® 
Celeron® J and N series with 
Quad/Dual Cores, TDP 6-12W

• 3 GbE support TSN & PoE
• 4x RS232/422/485, 6x USB, 2x 

CANBus, 1x I2C/SMBus



Co-Creating the Future
of the IoT World

Co-Creating the Future
of the IoT World
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